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Suspecting and then confirming that you have had your identity stolen is a nightmarish scenario.
It combines your worst fear if you have ever lost your wallet or purse with all of the work of
replacing those things that were lost. It can be so overwhelming you might be wondering,
“where do I even start!?”
There are an increasing number of identify thefts that are first identified when a thief attempts to
file a tax return on your behalf and claim a refund from the IRS or Ohio. The documents that
follow are intended to help you navigate through some of these issues when confronted with
identify theft and fraudulent tax returns.
•

The IRS has provided a short list of items for you to complete which is substantially
similar to the items that the Federal Trade Commission (FTC) has covered in its longer,
checklist style guidance.
o The primary item to complete for the IRS is Form 14039 which initiates the IRS
fraud protection procedures.
o Also included is a form letter, one of several, that the IRS may send to a taxpayer
if they suspect tax return fraud might be occurring on the account.
o The IRS has a number of articles related to identify theft and how to protect
yourself. A master page with links to all these topics is included in this packet.

•

The process with Ohio is very similar to the IRS.
o Ohio also has a form letter that is sent out.
 Ohio recently added an identity quiz for roughly 50% of taxpayers
requesting a refund. This letter simply asks you to complete an identity
quiz and is not indicative that your identity has been stolen (unless you
haven’t filed your tax return for the year yet).
 The other letter, which is in the packet, does indicate that they suspect
fraudulent activity on the account.
o Ohio includes an affidavit (form IT TA) that must be filled out to initiate their
protection procedures, similar to Federal.

•

The FTC is the primary federal government agency dealing with identity theft.
o The FTC has put together a very detailed, checklist style document to help you
with this process. It includes information on most forms of identity theft, of
which tax identity theft is just one. This may be more information than you need,
but if the fraud has gone beyond your tax returns and includes false credit activity
(or you are concerned that this may happen), this guide will be very useful for
you. It includes a wealth of information, including sample letters and a variety of
websites and contact information to relevant organizations that can help you. It
also guides you through the process of making a police report due to the theft of
your personal information. It is available here.
o Note that the IRS and the FTC generally do not share data with each other.
Therefore if you have completed the IRS identify theft notification procedures, do
not assume that the FTC, credit bureaus, etc. are also aware of your situation.

Identity Theft Information for Taxpayers
Identity theft
places a burden on
its victims
and presents
a challenge to
many businesses,
organizations and
governments,
including the IRS.
The IRS combats
this crime with an
aggressive strategy
of prevention,
detection and
victim assistance.

What is tax-related identity theft?
Tax-related identity theft occurs when someone uses
your stolen Social Security number to file a tax return
claiming a fraudulent refund. If you become a victim,
we are committed to resolving your case as quickly
as possible.

Know the warning signs
In tax-related identity theft, the criminal generally
will use a stolen SSN to file a forged tax return and
attempt to get a fraudulent refund early in the filing
season.
You may be unaware that this has happened until you
file your return later in the filing season and discover
that two returns have been filed using the same SSN.
Be alert to possible identity theft if you receive an IRS
notice or letter that states:
• More than one tax return was filed for you,
• You owe additional tax, have a refund offset or have
had collection actions taken against you for a year
you did not file a tax return, or
• IRS records indicate you received wages from an
employer unknown to you.

Steps for victims of identity theft
1. File a report with the local police.
2. File a complaint with the Federal Trade
Commission at www.identitytheft.gov or the FTC
Identity Theft Hotline at 1-877-438-4338 or TTY
1-866-653-4261.
3. Contact one of the three major credit bureaus to
place a ‘fraud alert’ on your credit records:
• www.Equifax.com 1-800-525-6285
• www.Experian.com 1-888-397-3742
• www.TransUnion.com 1-800-680-7289
If your SSN is compromised and you know or suspect
you are a victim of tax-related identity theft, take
these additional steps:
4. Respond immediately to any IRS notice; call the
number provided

5. Complete IRS Form 14039, Identity Theft Affidavit.
Use a fillable form at IRS.gov, print, then mail or fax
according to instructions.
6. Continue to pay your taxes and file your tax return,
even if you must do so by paper.
If you previously contacted the IRS and did not have
a resolution, contact the Identity Protection
Specialized Unit at 1-800-908-4490. We have teams
available to assist.
More information: www.irs.gov/identitytheft or FTC’s
www.identitytheft.gov.

About data breaches and your taxes
Not all data breaches or computer hacks result in
tax-related identity theft. It’s important to know what
type of personal information was stolen.
If you’ve been a victim of a data breach, keep in
touch with the company to learn what it is doing to
protect you and follow the “Steps for victims of
identity theft.”

How you can reduce your risk
• Don’t routinely carry your Social Security card or
any document with your SSN on it.
• Don’t give a business your SSN just because they
ask – only when absolutely necessary.
• Protect your personal financial information at home
and on your computer .
• Check your credit report annually.
• Check your Social Security Administration earnings
statement annually.
• Protect your personal computers by using firewalls,
anti-spam/virus software, update security patches
and change passwords for Internet accounts.
• Don’t give personal information over the phone,
through the mail or the Internet unless you have
either initiated the contact or are sure you know
who is asking.
NOTE: The IRS does not initiate contact with
taxpayers by email to request personal or financial
information. This includes any type of electronic
communication, such as text messages and social
media channels.
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Identity theft places a burden on its victims and presents a challenge to businesses, organizations
and government agencies, including the IRS. Tax-related identity theft occurs when someone uses
your stolen social security number to file a tax return claiming a fraudulent refund.
The IRS combats tax-related identity theft with an aggressive strategy of prevention, detection and
victim assistance. We are making progress against this crime, but it remains one of our highest
priorities. And, if you become a victim, we are committed to helping you resolve your case as
quickly as possible.
Are you a victim of tax-related identity theft?

See YouTube for more ID
theft videos.

Review the following resource information:
•

Taxpayer Guide to Identity Theft

•

Publication 5027 Identity Theft Information for Taxpayers (PDF)

•

Data Breach: Tax-Related Information

•

Identity Protection Tips

Identity theft information for tax preparers and businesses
•

Identity Theft Information for Tax Preparers

•

Publication 5199 Tax Preparer Guide to Identity Theft (PDF)

•

Information for businesses about data breaches and identity theft

What the IRS is doing to combat identity theft
•

What we’re doing to combat identity theft

•

Special identity theft enforcement efforts

•

Law Enforcement Assistance Program

Additional Identity Theft Resources
•

Identity Theft News and Outreach

•

Federal Trade Commission

•

Social Security Administration

Remember:
The IRS doesn't initiate contact with taxpayers by email to request personal or financial
information. This includes any type of electronic communication, such as text messages and social
media channels.
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Personal and School District Income Tax Division
P.O. Box 182847
Columbus, Ohio 43218-2847
1 (800) 282-1780 Fax (206) 202-5703
Ohio Relay Service (TTD/TTY) 1 (800) 750-0750
www.tax.ohio.gov

January 2, 2013

Taxpayer Name
Street
City OH Zip
Re: Ohio Individual Income Tax Year YYYY
Dear Taxpayer:
We received a YYYY Ohio income tax return filed under your name and Social Security number that is
inconsistent with previous filings. If you have yet to file your YYYY Ohio income tax return or are not
required to file a YYYY Ohio income tax return, this is an indication that your identity may have been
stolen.

If you are a victim of identity theft, please complete and submit the Ohio Identity Theft Affidavit, which is
found on our website www.tax.ohio.gov, and provide us with all the appropriate documentation mentioned
on the affidavit within 30 days. If you are required to file a YYYY Ohio income tax return, include a paper
copy of the return along with copies of all employer issued wage and income statements (W2s, 1099s, and/or
K1s) reflecting Ohio withholdings/payments. Please note, we do not accept tax software printouts as proof
of Ohio withholdings/payments.
We suggest you contact the following organizations to notify them that your identity was stolen:

IRS ID Theft Protection Unit: www.irs.gov
Federal Trade Commission: www.ftc.gov
Social Security Administration: www.socialsecurity.gov

or call 1-800-908-4490
or call 1-877-438-4338
or call 1-800-772-1213

We also suggest you contact the three credit bureaus and your banking institution(s) to notify them
that your identity was stolen.

Equifax: www.equifax.com
Experian: www.experian.com
TransUnion: www.transunion.com

or call 1-800-525-6285
or call 1-888-397-3742
or call 1-800-680-7289

If you have any questions or concerns you may visit our website at www.tax.ohio.gov as well as the IRS’
website at www.irs.gov to learn more about identity theft. You may also email us at
OhioIDTheft@tax.state.oh.us or call our office at 1-800-282-1780.

Sincerely,
Personal and School District Income Tax Division
AT/kde
SFIDREQ1
Rev 01/15

Reset Form
IT TA
Rev. 12/14
Tax Technical/ID Theft Research
P.O. Box 182847
Columbus, OH 43218-2847
Phone: (800) 282-1780
eFax: (206) 202-5703
E-mail: OhioIDTheft@tax.state.oh.us



Identity Theft Affidavit
Full legal name
First name

M.I.

Last name

Address
City

State

ZIP

Social Security number
(only the last four digits are required)

Daytime phone
(enter only numbers, no dashes or parentheses)

E-mail address
You are required to attach a photocopy of your current driver’s license or state issued identification card.
What tax year(s) are you claiming your identity was stolen?
Were you an Ohio resident during the year your identity was stolen? Yes
Were you required to file an Ohio individual income tax return? Yes

No
No

How did you learn of the identity theft?

Have you contacted the Internal Revenue Service (IRS)? Yes

No

If Yes, and you have completed the IRS Form 14039 (Identity Theft Affidavit), please attach a copy.
Have you filed a police report with your local police department? Yes

No

If Yes, please attach a copy of the police report. If no, it is recommended that you file a police report and provide us a copy of the report.
Do you have any knowledge of the individual(s) using your Social Security number? Yes

No

If yes, please provide any information you have (i.e. name, address, phone number, etc.)

Were you incarcerated during the tax year in question? If so, you will need to provide documentation showing your admission and release
dates. Yes
No
Failure to provide all the required documents in this affidavit may delay the resolution and/or render your claim unsubstantiated.
Your signature must be notarized
I declare under the penalty of perjury that the information contained in this affidavit is true and correct to the best of my knowledge.

Signature
Subscribed and sworn to me this

Date signed
day of

, 20

Signature of notary
*If you are filing a paper income tax return, please mail this document to the appropriate address on the return.
If you are submitting only this notarized affidavit, please mail to the address on this form.*
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1. Why is the Ohio Department of Taxation (ODT) requiring taxpayers to take an identity confirmation
quiz?
The Internal Revenue Service (IRS) and state tax collection agencies across the country have
seen a surge in attempted income tax fraud. Criminal groups are using stolen social security
numbers to file fraudulent income tax returns requesting refunds. To thwart this type of fraud
and safeguard taxpayer dollars, ODT has implemented security measures to confirm the identity
of Ohio taxpayers filing income tax returns requesting refunds. The process may require a
taxpayer to take a quiz.

2. How does ODT select people to take the quiz?
Data analysis of information on the tax return is used to select taxpayers for the quiz. Returns
will be selected where various factors indicate the possibility someone’s identity may have been
compromised. When this happens, the taxpayer will be required to take an identification
confirmation quiz or provide documents proving their identity before the tax return is processed.

3. Where does ODT get the information about me for the quiz?
The information used to populate your personal quiz comes from many public and commercial
data sources. The data consists of current and historical information about you. Information
complies with all local and federal privacy laws.

4. How does ODT use this information about me?
ODT uses your personal information only to help confirm your identity. This information will
never be shared for any purpose. Only the results of the quiz (pass/fail) are stored.

5. Why does ODT need to ask me these questions?
This identity confirmation quiz is a self-serve option for your convenience so you do not have to
provide your identification documentation to ODT.

6. How does the quiz process work?
Taxpayers who are selected to take an identity quiz will receive an identity confirmation
letter asking them to complete the quiz within 60 days.
The quiz consists of multiple choice questions.
The quiz is timed, allowing a few minutes to be completed.
The quiz can be taken online on ODT’s website.
Once the quiz is complete, the taxpayer will know immediately whether or not they passed or
failed.
If a taxpayer passed, processing of the tax return continues.
If a taxpayer fails, they may have the opportunity to take a second quiz. If passed the
second time, processing of the tax return will continue.
If a taxpayer fails twice, they must mail documentation to ODT proving their identity.
Please click here for further instructions.
The requested refund will not be issued until a quiz is passed or ODT receives and accepts
proper documentation to confirm your identity.

7. Can I take the quiz if I've not received an identity verification letter?
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No. Only those taxpayers who receive a letter will be able to take the identity quiz.

8. Can someone other than the taxpayer listed on the letter take the quiz?
No, only the taxpayer who receives the letter can take the quiz as the questions pertain directly
to them. If this is not possible, you may call 1-855-855-7579 to speak with a representative.
This number should only be used if you need assistance with the quiz.

9. What information will I need to take the quiz?
You will need the reference number from your Identity Confirmation letter, the social security
number (SSN) and the amount of refund claimed on your tax return. The letter you receive will
provide necessary details concerning the quiz.

10. How many questions do I need to get right?
You must correctly answer three out of four questions.

11. How will I know which questions I failed?
You will not. To protect your privacy, ODT does not have access to the correct answers for the
questions you were asked. The questions and corresponding answers are not stored anywhere.
Only the results of the quiz (pass/fail) are stored.

12. What happens if I fail the quiz?
You can take the quiz two times online. If you fail both attempts, you may contact a
representative at the toll free number listed on your letter to see if they can assist you over the
phone. You will be required to have the reference number from your letter and the refund dollar
amount in order to take the quiz.
If ultimately you cannot pass the identity quiz, you will be required to fax or mail the requested
documentation to ODT to prove your identity. Please click here for further instructions.

13. What documentation will I need to provide?
If you fail the quiz, please click here for further instructions.

14. Where do I send the additional documentation?
Fax or mail your identity confirmation letter, along with copies of the required documentation to:
Fax to: 206-339-3285

or Mail to:

Ohio Department Taxation
Identity Confirmation Unit
PO Box 182847
Columbus, OH 43218-2847

If you want to speak with a representative in the identity confirmation unit, please call
1-855-855-7579.

15. Can another identity verification letter be sent to me?
ODT will not re-send the letter. You will need to provide documentation to verify your identity either by fax or by
mail in order to continue processing your return. Please click here for further instructions.
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